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DECOS Goals
Uniform platform for integration
of embedded distributed (real-time) applications
of mixed (up to highest) criticality

hardware reduction
flexibility increase

⇒ from federated to integrated systems
Implication: fault-isolation of
and non-interference between
integrated systems has to be guaranteed

⇒provision of appropriate
architectures
components and services
development and verification tools
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DECOS Subprojects

SP 1: Architecture Design (TU Darmstadt + TU Vienna)
SP 2: Component Design and Implementation (TTTech)
SP 3: Silicon Infrastructure (Infineon)
SP 4: Validation and Certification (ARCS)
SP 5: Application Automotive (Audi)
SP 6: Application Aerospace (Airbus)
SP 7: Application Control (Profactor)
SP 8: Training, Dissemination and Standardization (ARCS)
SP 9: IP Management and Assessment (ARCS)
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DECOS Application: Automotive 
HIL- Demonstrator for Driver Assistance

Simulation and visualisation 
of traffic environment
Generation of traffic scenarios
Generation of sensor data
(for radar and laser)
Modelling of vehicle and 
driver behaviour

Subsystems
Traffic Jam Assistant
Heading Control 
Adaptive Lighting
Door Control System
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DECOS Application: Aerospace
Flap Control Demonstration System for Airbus Outer Flap System
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DECOS Application: Industrial Control
Vibration Control Demonstration System for Nano Imprinting Machines

Suppression of critical vibrations
in high-end nano-imprinting machines

for next-generation Sensors, Microoptics, 
Organic Electronics, Bio- and Nanotechnology.

Other application areas:
machinery, automotive. 
construction engineering
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DECOS "Wasteline" Architecture Model
DECOS high-level services

Encapsulated Execution 
Environment
Virtual networks
Gateways
Diagnosis service
Fault Tolerance Layer 

DECOS core services
Prevalidated (FIT, NEXT TTA)

Domain and Platform 
Independence: 

Any core technology providing
core services suffices
(TTP/C, FlexRay, 
TT-Ethernet, …)

Application

Core Services
C1 Deterministic and Timely 

Message Transport
C2 Fault-Tolerant          

Clock Synchronization
C3 Strong Fault Isolation
C4 Consistent Diagnosis of 

Failing Nodes

Hiding of implementation details 
from the application, thereby 

extending the range of 
implementation choices

High-Level Services
DAS-Specific 
(Platform Interface Layers)

Distributed Application 
Subsystems

Core Services
DAS-Independent 

PIL S

(e.g. TTP/C, Time-Triggered Ethernet)



8. Bieleschweig-Workshop
Nov. 9, 2006, Wolfgang Herzner

… – the DECOS Approach  /  Slide 9

ARC Seibersdorf research GmbH SMART SYSTEMS

seibersdorf research
An enterprise of the  Austrian Research Centers.

DECOS High Level Services
Virtual Networks

the original "federated" networks
Encapsulation

suppression of fault propagation among (jobs of) different DASs
Fault Tolerance Layer (FTL)

compensation of hardware (and software) faults
Diagnosis Service

fault categorisation (transient, permanent), distribution analysis
e.g. for smart wear-out warning

Virtual Gateways
enable communication among DASs

Physical Gateways
enable communication with non-DECOS networks
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DECOS Cluster Architecture (Example)
3 DASs
• green
• red
• blue

Physical Network

Jobs
(Index: Replica)

Node 4

P1 P2

P3 Q2

Q1

Node 1 Node 2

Node 3

External Network
e.g. CAN

U V W

X Y

Sensors ActuatorsSensors

Actuators

A1 A2

B1 B2

C
Physical
Gateway

Node 2
Virtual Networks

Gw Virtual Gateway

Fault-Containment Units (FCU): Hardware – Node, Software – Job (all replicas)

a SW-FCU 

a HW-FCU 



8. Bieleschweig-Workshop
Nov. 9, 2006, Wolfgang Herzner

… – the DECOS Approach  /  Slide 11

ARC Seibersdorf research GmbH SMART SYSTEMS

seibersdorf research
An enterprise of the  Austrian Research Centers.

EEE-Support Layer: oFTL + SIL 
(optimized FTL + System Interface Layer)

Implementation on DECOS Platform

Per partition: - memory protection
- execution time slot

Core Operating System (COS)

. . . HW Fault-Tolerance
Layer - HFTL

Layered TTP - LTTP 
(L-Flexray)

Encapsulated Execution Environment 'EEE'  (TC 1796)

FPGA Board  
(Xilinx Virtex4)

DECOS Network
Partitions

Core Operating System (COS)

EEE-Support
Layer

Safety-
Critical

Job
. . .

Encapsulated Execution Environment 'EEE'  (TC 1796)

FPGA Board  
(Xilinx Virtex4)

DECOS NetworkExternal Network (e.g. CAN)
Partitions Sensors/Actuators

EEE-Support
Layer

No
n-

Sa
fe

ty
-

cr
iti

ca
lJ

ob
zb

No
n-

Sa
fe

ty
-

cr
iti

ca
lJ

ob

...

EEE-Support
Layer

I/O

Physical
Gateway

Protected Shared
Memory

HFTL *
((un)packing,

2-channel comp.)

Communication
Controller

* Hardware FTL 
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Time-Triggered (TT) / Event-Triggered (ET)
Computation

Time-triggered jobs (safety-critical): periodic execution
Event-triggered jobs (non s-c): "on demand" execution

Communication
by means of messages (with predefined type and (max) length)
Time-triggered messages:
• periodic transmission (known latency, minimal jitter)
• state semantics: new message instance overwrites previous ⇒ "State messages"
Event-triggered messages:
• mean transmission rate (predefined distribution)
• event semantics: messages are queued ⇒ "Event messages"

Constraints
Safety-critical ⇒ Time-triggered
Event-triggered ⇒ Non safety-critical
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Tool Chain: Integrated Development Support

1. Requirements
functional, performance, dependability

2. Cluster modelling
nodes, network

3. Behaviour modelling
of jobs

4. Configuration
allocation and scheduling

5. Middleware generation
APIs, fault-tolerance

6. Deployment
compile, link, download

7. Verification & Validation (V&V)
accompanying (Test Bench)

Cluster Resource Description

Requirements
specification

PIM

Cluster
description

CRD (PD)

PIM→PSM
mapping

PSM

Config.
generation

Configura-
tion

Middeware
generation

Middle-
ware

Behavior
Model

Behavior
modelling

e.g. C,
Simulink

Predef.
Models

Code
generation

Appl.
Code

Addition.
Code-libsDeploy-

ment

Execu-
tables

Configuration SW-Development

Specification

Design

Implementation

"From Requirements To Deployment"
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Requirements / Application Modelling – PIM
1 PIM per DAS (Distributed
Application Subsystem)

Functional (structural) 
Requirements

Jobs: time- or event-triggered
Messages: state ~ or event ~
State variables: types
• values transmitted in messages
Interfaces: which job sends/receives
which messages
I/O: required sensors, actuators
…

Performance Requirements
Jobs: periods, deadlines, WCETs, …
Time-triggered messages: periods, 
phase shifts, validity spans, …
Event-triggered messages: 
min/mean/max production rates, …

Dependability Requirements
Jobs: SIL, redundancy degree, failure
mode, …
Messages: idempotency, redundancy
degree, …
Resources: latency
…

Meta-model defined in UML (incl. OCL-constraints)
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PIM Generation
Either

With UML-tool
Directly in XML (XMI)
With some other tool

e.g. Spreadsheet 
⇒ Conversion needed

Or
Domain-Specific Editor (PIM-DSE)

implemented in VIATRA*
only meta-model conform PIMs

proof of conformance
with meta-model needed

* "VIsual (Model) TRAnsformations", 
by Budapest University of Technology and Economics, 
Eclipse plug-in
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PIM - DSE

DECOS PIM Domain Specific Editor
based on PIM meta-model

A project with a PIM 
file in the Package 

Explorer view

The Model 
Elements view

The Properties View
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Cluster Modelling
Description of available resources

Computational resources
(i.e. processors and memory elements) 
Communication resources
(i.e. communication interfaces, 
controllers and connectors) 
Special purpose HW
(e.g. sensors, actuators, physical gateways)

Models
Meta-model ("Hardware Specification Model" HSM)
• UML-oriented, analogue to PIM meta-model
Specific models ("Cluster Resource Description" CRD)
• finally XML
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CRD Generation
(Similar to PIM)

Either with foreign tools
Or with "CRD-DSE"

implemented with GME*
only meta-model
conform CRDs

* "Generic Modelling Environment ", by Vanderbilt University
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PSM generation
PIM marking
(adding information missing in PIMs and CRD), e.g.

PIM-PSM data type mapping: assigning platform specific types to abstract
type names in PIM (e.g. "real" → "float")
Special message protocols: e.g. for "tunneling" CAN messages in DECOS 
messages
Job code information: memory, CPU, and other resource requirements

Allocation
Jobs to nodes
Sensors/actuators to jobs

under consideration of available data and constraints, e.g. 
"replicas of same job never on same node"

Either manually– needs explicit constraints check
Or automated
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Tool-Chain / Part 1
Requirements
specification

PIM

Cluster
description

CRD (PD)

PIM→PSM
mapping

PSM

Config.
generation

Configura-
tion

Middeware
generation

Middle-
ware

Behavior
Model

Behavior
modelling

e.g. C,
Simulink

Predef.
Models

Code
generation

Appl.
Code

Addition.
Code-libsDeploy-

ment

Execu-
tables

Configuration SW-Development
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Configuration and Middleware Generation
Note: PSM is still a model, platform-independent with respect to its representation

Goals
Message scheduling
Job execution scheduling
Memory layout
Fault Tolerance Layer (FTL)
Platform Interface Layer (PIL)

for given platform
DECOS primary platform: EEE on TC1796 / Virtex 4
with „Layered TTP“ or „Layered FlexRay“ as comm. protocol
but others should be possible

Code and 
control data
generation
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Scheduling and Fault Tolerance
Scheduling

Extension of existing tools from TTTech
• DECOS-TTPplan: message scheduling
• DECOS-TTPbuild: partition scheduling

Fault tolerance
Transmission faults: 
• redundant message transmission
• bit-wise comparison of copies (in HW)
⇒ „HFTL“ – on FPGA
Sender faults:
• sender job replicas
• voting over message replicas (in SW)
⇒ „oFTL“ (optimised FTL) – on TriCore

A1 A2

m1" m2"

m1' m2'

Sender fault tolerance

Transmission fault tolerance
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Platform Interface
PIL (Platform Interface Layer)

Platform-independent boundary between 
DECOS applications and 
underlying technology platform
Basic PIL services

TT and ET virtual network services
cluster time and membership services

PIL-API
DAS-specific – generated from PIM
Programming-language specific
"Safe" (help to avoid coding mistakes)
e.g. in C: use message and variable 
names/types rather than char* or void*

AppMW (Application Middleware): 
optional domain-oriented services 
(e.g. for CAN)

e.g., event messages not
supported by EEE-support layer

⇒ queueing realised in PIL
Job = Task(s) + PIL (+ AppMW)

Core Operating System (COS)

. . .

EEE-Support
Layer

PIL

AppMW

Appl. Task(s)

EEE-Support
Layer

PIL

AppMW

Appl. Task(s)
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Tool-Chain / Part 2
Requirements
specification

PIM

Cluster
description

CRD (PD)

PIM→PSM
mapping

PSM

Config.
generation

Configura-
tion

Middeware
generation

Middle-
ware

Behavior
Model

Behavior
modelling

e.g. C,
Simulink

Predef.
Models

Code
generation

Appl.
Code

Addition.
Code-libsDeploy-

ment

Execu-
tables

Configuration SW-Development

VIATRA
(PIM DSE)

bound PIL

C

Platform &
PL templates

.vttl

Transform.
rules

.vtcl

(Candidate)
PSM
Python

TTP-Plan

TTP-Build

Message
Schedules

C Code

Partition
Schedules

C Code

SW-FTL

C Code

Configuration

FTL-
Generation

PIL-Generation
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Behaviour Modelling
Considerations

UML (including Action Semantics) not well suited for precise behaviour modelling
Could be done in C, but error prone
Data-flow languages increasingly exploited for embedded systems

Implication: using SCADE* for behaviour modelling
Based on a formally defined data-flow notation
• strong typing, explicit initialization 
• explicit time management (delays, clocks, etc) 
• simple expression of concurrency (data dependencies)
Graphical data-flow editor
Immediately executable
• Simulation (MIL)
Verification
• model checking, test coverage analysis
Qualified code generation
• KCG code generator, certified against DO178B level A and IEC 61508 at any SIL level

* " Safety-Critical Application Development Environment ", by Esterel Technologies

Input

0.0

NoNullOut

alternativ e
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SCADE 
Gateways

SCADE Simulink Gateway

1 job 1 SCADE node

UML
GatewayPIM

Interface
adaptationoptional
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Code Generation

Standard (KCG):
Per node, 1 C-function of same name
Data transfer between nodes:

context structures, containing input and output parameter

DECOS specific:
"Wrapper": access to PIL
1. read input messages from PIL into context structures

(considering availability)
2. execute node
3. write output messages from context structures into PIL

(considering availability)



8. Bieleschweig-Workshop
Nov. 9, 2006, Wolfgang Herzner

… – the DECOS Approach  /  Slide 28

ARC Seibersdorf research GmbH SMART SYSTEMS

seibersdorf research
An enterprise of the  Austrian Research Centers.

Tool-Chain / Part 3
Requirements
specification

PIM

Cluster
description

CRD (PD)

PIM→PSM
mapping

PSM

Config.
generation

Configura-
tion

Middeware
generation

Middle-
ware

Behavior
Model

Behavior
modelling

e.g. C,
Simulink

Predef.
Models

Code
generation

Appl.
Code

Addition.
Code-libsDeploy-

ment

Execu-
tables

Configuration SW-Development
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Deployment (Tool-Chain / Part 4)

Activities
Compile
Link
Download

Commercial tools used

Requirements
specification

PIM

Cluster
description

CRD (PD)

PIM→PSM
mapping

PSM

Config.
generation

Configura-
tion

Middeware
generation

Middle-
ware

Behavior
Model

Behavior
modelling

e.g. C,
Simulink

Predef.
Models

Code
generation

Appl.
Code

Addition.
Code-libsDeploy-

ment

Execu-
tables

Configuration SW-Development
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C-Compiler/
Linker
(make)

TTPplan
TTPbuild

VIATRA

SCADE

plain C,
Simulink,
…

UML or
VIATRA

GMETool-Chain – Tools
CRD – Cluster Resource Description
DAS – Distributed Application Subsystem
PIM – Platform Independent Model
PSM – Platform Specific Model
PIL – Platform Interface Layer

GME – Generic Modelling Environment
(Vanderbilt University)

VIATRA – VIsual Automated (Model) 
Transformations
(Budapest University of Technology 
and Economics - BUTE)

SCADE – Safety-Critical Application
Development Environment
(Esterel Technologies)

TTP – Time-Triggered Protocol
(TTTech)

PIMCRD Behaviour
Model

Preparatory
Steps

Allocation
Jobs→Nodes

Addit. Info
(job size

etc.)

Candidate
PSM

Message
Scheduling
Job/Partit.
Scheduling

Configu-
ration

Middleware
Generation

Middleware

Software
Model

Code
Generation

Jobs Code
(+ Wrapper)

Deployment

Executables

Code libs
(services, 

…)

Configuration SW-Development

Design

Test
(Simulation,
Verification)
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Guides designers through the verification and validation (V&V) 
process

Follows functional safety standards
(e.g. IEC 61508 and related sectoral standards, e.g. EN 50129, ISO 26262, …)
Defines a (requirements driven) workflow for generation of modular (component-
based) safety cases

Helps in identifying and carrying out V&V activities
Constitutes a framework for integration of V&V capabilities (methods, tools) 
for the various DECOS artefacts 
(architecture model, core/high level services, hardware, tools, applications)
Provides validation plans (v-plans) to control V&V process 
(traceability, completeness)

Collects documented results of V&V activities in repository for 
establishing safety case (and for reuse)

Generic Test Bench – Objectives
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Functional Safety
Life Cycle Processes
IEC 61508 (Generic), 
ISO WD 26262 (Automotive)

Concept1
Overall scope 

definition2
Hazard and risk

analysis3
Overall safety
requirements4

Safety requirements
Allocation5

Overall
operation and
maintenance

planning
6

Overall 
operation and
maintenance

planning
7

Overall 
installation and
commissioning

planning
8

Overall planning
Safety-related

systems:
E/E/P E S

9
Realisation

(see E&E&P E S
safety

lifecycle)

Safety-related
systems:
E/E/P E S

10

Realisation

External risk
reduction
facilities

11

Realisation

Overall installation
and commissioning12

Overall safety
validation13

Overall operation,
Maintenance and repair14

Decommissioning
or disposal16

Overall modification
and retrofit15

Back to appropriate
Overall safety lifecycle

phase

Generic Test Bench
main application areas
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Generic Test Bench – Ingredients

Test Bench
Management

Data &
Documents
Repository

Control Info
(workflow,

V&V tool spec.
etc.)

AUT 
(Artefact Under

Test)

V&V-
Tool

V&V-
Tools

Implemented in DOORS™

e.g.
ITEM (Hazard and Risk Analysis)
RACER (Formal Verification)
SCADE MTC (Simulation)
LDRA (Testing)
PROPANE (Fault Injection)
EMV Test Bench

Models
Tools
Middleware
Hardware
Applications
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Generic Test Bench – Conceptual Framework

'AUT': Artefact Under Test                       Generic Test Bench: distributed implementation

DECOS Test Bench

Requirements V&V Activities

V&V
Methods

Test Case
Generation

V&V 
Tools

Evidences

Other sources
(e.g. Domain)

DECOS artefact
Standard(s)

AUT incarnation

Certification
arguments

Validation Plan (V-Plan)

Safety Case

Positive
Results

Feedback to
Developer

Negative
Results
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Test Bench Framework – V-Plan example
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Test Bench Framework – Nested V-Plans

Modular / 
compositional
safety cases
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Test Bench Framework – V&V Activity
Ready

V&V tool
not appropriateAll results positive

Not all results
positive

Implicitly / manually

Processing

Completed Failed Indecisive

V&V
Activity!
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Generic Test Bench – V&V Tool Integration

Tool integration levels
No external tool: e.g. Checklist

Tool implemented in DOORS
Manually executed external tool: e.g. PROPANE (SWIFI)

Start of tool in dialog (“pressing a button”)
Automatically executed external tool: e.g. RACER 
(Ontology based consistency and completeness check)

Start of tool by "mailing" to corresponding server (no user interaction)
External test bench: e.g. EMI Hardware Test Bench

Tool runs on separate hardware, feedback by email/message flow

For all levels, corresponding interaction workflows provided
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Example for (remote) manual integration
EMI Hardware Test and Simulation

test input sent to lab 
via e-mail + links to data

detailed DUT (Device Under Test) description
EMC phenomena to be tested

DUT provided by user (customer) to lab
test equipment set up according to input
tests executed 'manually' at lab
test result and test report 
returned by e-mail 

Format of input and results
standardised
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Example for automatically executed external tool

1

2 4

5 6

7
9

108
11

13

14

PIM-validation with Racer

3
PIM to be verified12
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