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• Motivation 
• Holistic model based approach for safety analysis
• Modelling language 
• Level crossing example 
• Risk and system hazard analysis
• Conclusions



European Standards 
for Railway applications:

Legislative guidance in the area of RAMS

Ø Safety: Freedom from unacceptable risk of harm [EN 50126]

Ø Risk: The probability of occurrence of a hazard causing harm and the 
degree of severity of the harm

SD 2004/49/EC

EN 50126

EN 50129

EN 
50128

Motivation

degree of severity of the harm

Ø Hazard: A physical situation with a potential for human injury

Ø Proposal of three risk acceptance criterions
(GAME, ALARP, MEM)

Ø General recommendation to formal methods application
(e.g. RBD, Markov chains, state diagrams, Petri nets,…)



Risk analysis

THR‘s, SIL‘s for

Railway operation
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Safety Methods

Hazard list

Preliminary hazard analysis

Safety 
targets

System functions 
specification

Safety requirements apportionment in the 
railway system design (EN 50126)

Functional
safety requirements

Component‘s
safety requirements

System hazard 
analysis

THR‘s, SIL‘s for
functional 

assemblies

THR‘s, SIL‘s for 
technical 

components
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System functions 
specification

-Modularity
- Hierarchy
- Causality

- Temporality
- formal/informal

-Scenarios (incl. system & human dependability) 
- causality

- stochastic temporality (rates)
- stochastic causality (probabilities)
- operation conditions (traffic flows)

- Individual tolerable risks for 
passengers, staff, LC users, 

Availability,
Reliability 

requirements

Apportionment

Hazard list

Safety
targets

Form of apportionment inputs and outputs

passengers, staff, LC users, 
unauthorised persons, others

- time based rates

- Tolerable hazard rates for 
functions of system 

requirements specification 

- Tolerable failure rates for 
functions of system 

requirements specification 

Functional safety 
requirements



Fault tree
Accident

Car in DZ Train in DZ
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Event tree

Reliability Block Diagram

• Different description 
means for different 
analysis tasks -> no 
transformations possible

• Missing integrating formal 
background -> limited 
verification

• No direct connection to 
the functional system 
state space -> event 
independence required
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Markov chain

Drawbacks of conventional safety methods

independence required���
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• Often limitation on 
exponentially distributed  
stochastic events

• Limitation on dependability description -> missing formal connection to 
functional breakdown (SRS, SDS) -> limited precisio n of safety target 
apportionment

Bayssian net



Risk analysis

THR‘s, SIL‘s for

Railway operation
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Common
Safety Methods

Hazard list

Preliminary hazard analysis

Safety 
Targets

Common Safety Indicators

System functions 
Specification

Functional System function 

Railway process
Hazard 

consequences

Holistic model based 
safety requirements apportionment

Functional safety 
requirements

Component‘s
safety requirements

System hazard 
analysis
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System design 
specification

System design 
dependability

Functional 
dependability

System function 
specification



Railway process Hazard 
concequences

Functional
dependability

System function
specification

PROcess

PROFUND: Holistic model based approach for 
safety analysis

Implementation 
specification

System design 
dependability

FUNctionality Dependability



Used level crossing example



Extended deterministic and stochastic Petri nets (E DSPN)

Applied class of Petri nets

Hierarchical Petri net class extension



Hazard

Fail-Safe

Input state

Ressource

Function

Function condition

…

State

Modelling approach 
Function-Ressource model [VDI 3682]

Intact

Output state



Kollision
Auffaren
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forderungen
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Schnittstelle

Umwelt-
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relevante 
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Unfall-
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Mögliche 
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identifikation

Preliminary hazard analysis
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Funktion Ausfallart Auswirkung Gefährdung

Zugerkennung im 
Aktivierungsbereich

Verspätete oder keine 
Erkennung des Zuges

Verspätete oder keine 
Sicherung des BÜ

Ja

Aktivierung 
Verspätete oder keine 

Aktivierung
Verspätete oder keine 

Aktivierung des BÜ
Ja

Warnungsanzeige
Verspätete, 

unausreichende oder 
keine Warnunganzeige

Unausreichende 
Warnung des 

Straßenverkehrs

Ja, insbesondere bei 
gleichzeitigem Ausbleiben 

aller Warnungsarten

Erkennung der 
Räumung

Verspätete oder keine 
Erkennung der BÜ-

Räumung

Verspätete oder keine 
Entsicherung des BÜ

Möglich bei längerer 
Schließzeiten durch 

Mißachtung der Warnung

Deaktivierung
Verspätete oder keine 

Deaktivierung
Verspätete oder keine 
Deaktivierung des BÜ

Möglich bei längerer 
Schließzeiten durch 

Mißachtung der Warnung
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FMEA ETA

Hazard 
BÜSA

Hazard
Zugdetektion

Hazard
BÜ-

Steuerung

Hazard
BÜ- 

Warnung
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Fehlverhalten 
KFZ-Fahrer 

FTA

Function Component

Train detection Track circuit

Warning acitivation Control unit

Warning 4 x red traffic light

Train leaving detection Wheel detector

Warning deactivation Control unit

Technical implementation

Preliminary hazard analysis for level crossing



(Train approaching area)
Annäherungsbereich des Zuges

Train

(Car approaching area)
Annäherungsbereich des KFZ

EDSPN modelling of the railway traffic process 
on a level crossing

Undesire event: contemporaneous occupancy of danger zone 
by a car and a train



(Train approaching area)
Annäherungsbereich des Zuges

Train Train

(Car approaching area)
Annäherungsbereich des KFZ

EDSPN modelling of the railway traffic process 
on a level crossing

Train_leaves_DZ

Train_approaching Train_enters_DZ Train_in_DZ

Train_enters_approaching_area

Train_out_of_LX



Car _out_of_LX

Car_enters_approaching_area

Car_enters_DZCar_approaching Car_in_DZ

Car_leaves_DZ

Car_enters_Train_approach

No_accident

Accident

Accident

_no_train

PROFUND: Anforderungsanalyse
EDSPN Modellierung des Verkehrsprozesses (I)

Train_leaves_DZ

Train_approaching Train_enters_DZ Train_in_DZ

Train_enters_approaching_area

Train_out_of_LX

Car_enters_Train_pass
No_accident Accident

removal



Car_enters_approaching_area

Car_leaves_DZ

Transition‘s parameter determination



Quantitative Analysis
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Qualitative and quantitative analysis of the 
traffic process on the level crossing

Qualitative
Analysis
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Protection 
system
function

Protection system 
function‘s failures

Car driver‘s 
behaviour

EDSPN model for level crossing 
risk analysis



Car driver behavior risk analysis



Level crossing protection system risk analysis



Protection system 
implementation

EDSPN model for level crossing 
system hazard analysis

Protection system implementation‘s failures



Level crossing system hazard analysis
(sensitivity analysis)



Results of system hazard analysis 
(after optimisation of safety requirements)



The holistic modelling by Petri nets allows describing:

• the desired transport operation tackling the
Ø Transport process
Ø Control and protection functions
Ø Control and protection equipment & devices
Ø Control and protection staff 

• the undesired potential transport behaviour given by

Holistic modelling approach (summary)

• the undesired potential transport behaviour given by
Ø accidents and their possible consequences
Ø unfulfilled operational functions including functional hazards
Ø failures of technical subsystems and components including 

technical hazards
Ø unintentional errors of the humans having responsibilities in regular 

or fall-back operation, in the maintenance or surveillance
Ø intentional actions of external human misuse 



Ø System hazard identification

Ø Qualitative and quantitative safety analysis

Ø Quantitative performance analysis

Petri nets Modelling supports the introduction of the 

new safety philosophy of the latest European Standa rds 

Conclusions

Ø Quantitative performance analysis

Ø Integrated evaluation of all aspects of dependability (RAMSS)

Ø Sensitivity and cost benefit analysis

Ø Holistic approach to the safety analysis


